How Psychology, Social Media,
and Artificial Intelligence Shape
the Information Ecosystem




Outline

* The social psychology of information processing
* The influence of social media on our beliefs

* How artificial intelligence (Al) is shaping our information ecosystem




Defining Misinformation

Misinformation: False or misleading information
(intentional or unintentional)
* Broad umbrella & academic term

Disinformation — Intentionally false info to influence
peliefs

Propaganda — Agenda-driven disinformation
campaigns




Challenges in Defining Truth

* Mixed truth/falsehoods make classification hard
* Intent is often hidden or unverifiable

* Ambiguous political language increases subjectivity
* Rapidly evolving situations blur truth (e.g., new virus identified)
* Transparency in labeling information is critical

* How does our psychology impact information processing?




What are ldentities?

o Identlty =
“a set of meanings that defines individuals in terms of the roles they

occupy,
the social categories or groups they belong to,

and the individual characteristics that define them as unique

,,1

persons

1) Stets and Burke 2014



The Power of |dentity

o Our identities influence our beliefs and behavior
o ldentity feedback loop

= Motivation to support our important identities (identity verification = self-esteem boost)

6
1) Burke and Stets 2009



The Power of |ldentity

* |dentities help us navigate our social worlds and provide us with
meaning '

* We want to support our important identities 2

| ‘ é/“ Y ‘

1) Burke and Stets 2009
2) Kahanetal 2017 /




The Partisan Brain: An Identity-Based Model
of Political Belief

Belonging goals
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Existential goals

beliefs
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Trends in Cognitive Sciences

Figure 1. Accuracy Goals Compete with Identity Goals To Determine the Value of Beliefs. Accuracy goals can
promote accurate beliefs about the soclal and physical werdd unless the net value of alternative goals outweighs the value
of the accuracy goal. Partisan identities can subserve numerous goals (including, belonging, epistamic, existential, status,
system justification, and moral goals) which can distort belief when their net value outweighs accuracy goals.




Political Polarization and Misinformation

* Misinformation = false or misleading information
* Biased processing of information from identities & emotions

* Political identities bias us to support our ingroup and attack
outgroup

* Politics in the United States have a very clear ingroup & outgroup,
but these processes apply identities more broadly




Polarization Due to Low
Social Identity Complexity

« Having many importantidentities that independent from
each other = greater social identity complexity

« Higher social identity complexity predicts higher openness
and tolerance for different outgroups

o Intergroup contact can help create higher social identity
complexity 2

o Greater overlap between identities (lower identity
complexity)
= increased impact & bias from particular identities

» Identities become more important to us when they share
meanings with other identities 3

1) Roccas and Brewer 2002
2) Miller et al 2009
3) Burke 2023




Social ldentity Complexity
and Political Identities

« American polarization is linked to low social identity
complexity

o Many American political identities are “mega identities™

« Understanding how our identities overlap can reduce
political polarization 2

1) Mason 2021
2) Coleman 2021




Low Social Identity Complexity

Political
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High Social Identity Complexity
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The Power of Identity and Political
Misinformation

* Both Democrats and Republicans are motivated to process
information in a way that affirms identity *

* Increased importance of one’s political identity predicts even
higher political bias in Democrats & Republicans when evaluating
misinformation 2

e |dentities also intersect with networks!

1) Ditto et al 2019
2) Facciani & Traberg1%024




The Intersection of Identities and Networks

* We prefer homophily

* Democrats and Republicans have
politically homogenous social media
networks 23

1) McPherson, Smith-Lovin, and Cook 2001
2) Survey Center on American Life 2020

3) Bakshy, Adamic, Messing 2015
4)
5)

Stetset al 2021

Van Bavel et al 2020 e




The Type of Relationship Matters

* Shared agreement among one’s Weak Ties & Strong Ties
personal network can bolster political
beliefs 2 and endorsement of VN * 4
iy

conspiracy theories 3

* Superficial exposure with the outgroup
(such as following a politician on
Twitter) can increase polarization!

* Closeness of social ties is particularly
relevant for belief commitment and

identity verification 4 Focoiani & B

1)

2) Facciani & Brashears 2019

3) Suthaharan & Corlett 2023

4) Smith and Emerson 1998
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Disinformation and ldentity Biases

* Disinformation can take advantage of our identity and network
biases

e Disinformation can also sow confusion and undermine trust in
information and institutions !

* Individuals lacking status and social support are especially
vulnerable to extremism & propaganda 2

1) Kreps 2020

2) Bail 2022 -




ldentities, Networks, and Misinformation

* |dentities are powerful, but also create a vulnerability for believing
misinformation (and disinformation)

* Networks composition predicts additional bias towards
misinformation & polarization

* Diversity within networks may help and there are techniques to improve
dialogue between political groups (connecting via shared identity)

* The social elements of trust dictate why someone listens to one
person or group over another (warmth and competence)

18




How Does Social Media and Al Impact our
Information Landscape?



Social Media and Misinformation

* False information spreads more quickly than factual information *

* Social media does not necessarily create polarization or
susceptibility to misinformation, but they can exacerbate it. 2

* Social media algorithm helps people find politically congruent
content by “making it easier for people to do what they’re inclined
to do.” 3

1) Vosoughi et al, 2018
2) Bail, 2022
3) Forture, 2023




Social Media Algorithms

* Algorithms adapt to what you interact with, so you spend more
time online

* The most engaged with (often sensationalist and misleading) content gets
promoted in the algorithm '

* 97% of tweets about national politics came from just 10% of
Twitter accounts. 2

* Those with moderate views are more likely to self-censor online,
furthering this effect 3

1) Corsi, 2024
2) Pew Research, 2019
3) Bail, 2022




The Impact of Bots and Trolls

* Up to 20% of social media could be bots (fake accounts)

* Trolls (humans or bots) can make social media experience feel

more hostile, and spread toxicity 2
* Toxicity on social media is positively linked to higher engagement 3

* Online trolls typically have dark triad personalities (especially

sadism & psychopathy) 4
* “don’t feed the trolls” is a component of critical ignoring

1) Ng & Carley, 2025

2) Shankaran & Sharma, 2024

3) Beknazar-Yuzbashev et al, 2025
4) Volkmer et al, 2023




Al and The Information Landscape



LLMs and Misinformation

* Large language models (LLMs) are trained on tons of data that can
understand and create language (and other content) to do many
different tasks.

* Al chatbots (i.e. ChatGPT) are applications built on LLMs

* Al chatbots can provide false answers when trained on poor/incomplete
data (even small amounts).

* The amount of false information shared by Al chatbots has nearly doubled
in just one year. ?

* IBM suggests that smaller, specialized generative models are a
better fit—and tend to hallucinate less—than huge, general-
purpose LLMs. 3

1) Alber et al, 2025
2) Newsguard, 2025
2) IBM, 2025




Al and Fake Images and Videos

* Fake images/videos used to be much easier to spot than today
* And much more difficult to make!




The Economic Incentives of Al Spam

* Alimagery is widely used by commercial actors to increase
visibility and drive clicks or engagement.

* Algorithm design matters: engagement-driven systems can
unintentionally elevate synthetic content

* Rapid Facebook page takeover and repurposing suggest
vulnerabilities that can be exploited for malicious reach. ?

1) DiResta & Goldstein, 2024




Al Makes Fakes Faster

* Fake headlines & social media posts can drastically affect the
stock market

. Reuters World v Business ¥ Markets v  Sustainability ¥ Legalv Commentaryv Technology™ Investigations More v

Al-generated content raises risks of more
bank runs, UK study shows




Political Disinformation and Al

* In 2022, Facebook estimated two-thirds
of online influence campaigns used Al-
generated profile pictures.

Al can bolster propaganda campaigns 2

* Research shows Al-generated political
messages can be as persuasive as
human-written ones 3

* both have small effects individually, but are
meaningful at scale
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Wolf News
| ———

DISINFORMATION CAMPAIGN VIDEO




A deepfake video shared on Twitter, appearing
to show Russian President Vladimir Putin
declaring peace, has resurfaced.

LS

'

* FAKE




Al-Generated Weather Misinformation

: Hurricane Milton has flooded Disney World in Orlando

1) Guardian, 2024

Al-Generated



1) Futurism, 2024




What can help?

e Education
Al tools




Using screens mindfully

Navigating sensationalist
algorithms and polarization

Avoiding scams
and exploitation

Reflecting on financial
motives for content

Cross-checking info
about health or news

Keeping data o
safe & private @m&'ﬂgcy
now

34



The Impact of Media literacy

* The ability to critically evaluate media and information:

* verify the credibility of a source, identify manipulation techniques, reflect
on our own biases’

* Higher media literacy levels predict greater ability to discern true
vs false headlines 2

* About 3 people believed they were better at detecting fake news
than their accuracy scores indicated 3

* People generally do not have strong research skills #

1) Vinhas & Bastos 2021
2) Austin et al. 2021

3) Lyons et al 2021 35

4) Chinn & Hasel, 2023




Improving Media Literacy

* Teaching people media literacy skills in the classroom can
improve their ability to detect false headlines

e But this is resource intensive

* Researchers have developed online “prebunking” games that
are scalable and successful at helping people identify
misinformation techniques online 2

1) Duran et al 2008
2) Rozenbeek & Van der Linden 2020
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Prebunking Games

BADIE
ENER
EWS

From fake news to chaos! How
bad are you? Get as many
followers as you can.

PLAY THE GAME

N « B

PISCREDIT

'

POLARIZATION

ALL BADGES

CONSPIRACY

IMPERSONAT ION

TROLLING

EMOTION
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Digital Literacy

Real Image Altered Image

Control:
Example Image

Treatment 1:
Feedback

»

—
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Participants in Participants in
Control Group Treatment 1 Group

Splicing Image Manipulation

Splicing represents a more complex form of image manipulation where a portion of one image Is superimposed
onto another. These forgeries often involve transformations, such as resizing or skewing, to make the inserted
segment blend seamlessly with the new background.

Original Image Image Forgerv

€

Treatment 2:
Feedback + Education
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Feedback and education
improve human detection of
image manipulation on social
media

This study investigates the impact of educational interventions and feedback on users’
ability to detect manipulated images on social media, addressing a gap in research that has
primarily focused on algorithmic approaches. Through a pre-registered randomized and
controlled experiment, we found that feedback and educational content significantly
improved participants’ ability to detect manipulated images on social media. However, the
educational content did not result in a significantly greater improvement compared to
feedback alone. These findings underscore feedback as a powerful tool for enhancing digital

literacy, with practical implications for combating misinformation.

BY ADNAN HOO MATTHEW J. FACCIANI TIM WENINGER
Department of Computer Science and Department of Computer Science and Department of Computer Science and
Engineering, University of Notre Dame, Engineering, University of Notre Dame, Engineering, University of Notre Dame,

USA Usa UsA




Spot The Troll Quiz

* Playing the “spot the troll quiz” significantly improved participants’
ability to detect inauthentic social media accounts
* It also significantly reduced retweeting

SFP0OT

THE

TR{JLL
2.0

1) Lees et al, 2023

The quiz where YOU examine images of real social media content and decide whether

they're from a legitimate account or an internet troll.



Harmony Anderson
@HarmonyAnders

The college girl who managed 1o stay conservative #prolife #pro:
This is my 2nd account where | share my political and social views

Ankeny, lowa
Joined September 2018

3162 Following 4216 Followers

A - p
A #AMEer

Follow



Correct.

Harmony is a troll we attributed to the Russian Internet Research Agency in March
2020. We then worked with Twitter to have her account suspended. Like many other
trolls, Harmony poses as a young woman who has very strong political opinions and
sets herself up in direct opposition to an extreme version of people on the other side
of the political divide. Harmony's goal is to make us more entrenched and disgusted
with one another and make meaningful compromise more difficult. Read our full
analysis to get a more in-depth look at this profile before you continue.




The Power of Al Tools




Al Chatbots Help Debunk
Conspiracy Theories

* After engaging with an Al
chatbot, participants
decreased belief in their

chosen conspiracy theory by
20%

1) Costello, Pennycook & Rand 2024

Conspiracy Rating

e

The

and how it could have been deliberately staged. The e = 5
government was behind the attacks. An example is WTC 7. We used an artificial intelligence tool to summarize your statement as follows:

Thi
hay

provide physical evidence as to what happened and filmed
then-President George W. Bush in a classroom with small
children. He got news of the attacks while he was attending

the
didi

watching a lot of these videos and shows, | concluded that . .

Step 1: Open-ended Conspiracy Assessment Step 2: Al Summarization Step 3: Participant-Specific Question

911 attacks. I've seen many stories and videos on 911

at building collapsed even though it wasn't bombed. |

The 9/11 attacks were orchestrated by the government, with events
ve watched many shows on the topic of 911 and they

like the collapse of WTC 7 and then-President George W. Bush's
unalarmed reaction in a classroom serving as key evidence.

On a scale of 0% to 100%, please indicate your level of confidence that this

statement is true.
"100%" d

school, however, he just kept listening to the kids and
n't seem the least bit alarmed about the attacks. After

the conspiracy theorists might be correct.

Human - Al Conversation

&

g
&
g

NG

Thank you for sharing your thoughts and concerns about the 9/11 attacks. It's le, given the ity and of the events that day,
why questions and doubts, such as those you've mentioned, arise. [...] It's true that WTC 7 collapsed desp:te not being hit by a plane, unlike the Twin Towers. This fact
alone can seem puzzling at first glance. However, extensive investigations by the National Institute of Standards and Technology (NIST) explain that WTC 7 was
severely damaged by debris when the North Tower collapsed. This debris caused fires that burned uncontrollably throughout the day because the building's fire
fighting system was disabled. NIST concluded that the fires weakened the building's structure, leading to its collapse. [...] Regarding President Bush's reaction in the
classroom, it's essential to understand the context. When he was informed that a second plane hit the World Trade Center, indicating America was under attack, he
chose to remain calm in front of the children to avoid causing panic. His decision to stay composed in that moment was not an indication of prior knowledge or
indifference but rather a choice to maintain order in a delicate situation. Afterwards, he promptly excused himself and took action. Critics and supporters alike have
debated his immediate reaction, but it's crucial to differentiate between the shock of an ur ) attack and the p ofa ..] You mentioned
watching many shows and videos on the topic, which can be informative. However...many documentaries and videos, espec:ally those promotlng conspiracy theories,
often select or present information in a way that supports a particular narrative, ignoring or mi g key pieces of evidence or expert analysis.
Seeking out comprehensive and scientifically vetted reports like those from NIST or evaluations from bipartisan congressnonal panels can provide a more balanced and
detailed understanding of complex events like 9/11. [...] Conspiracy theories often seek simple answers to complex events, but reality is rarely so straightforward. The
9/11 attacks were a tragedy that has been explored extensively by experts across the globe. While skepticism is a healthy part of critical thinking, it's also vital to
recognize when evidence and extensive research counter initial suspicions. In sum, it's normal to have questions about significant events in history, and seeking
answers is a fundamenlalj:art of understanding our past. However, groundlng our understandlngs in rigorous analysis and credible evidence helps us navigate
complex narratives more . g a critical but op allows us to separate fact from speculation, even in the face of

events as challenglng and multlfaoeted as the 911

That may be true, but the evidence clearly shows the Twin Towers collapsed due to demolition experts' account of explosives being deliberately placed to cause a
collapse. And | believe the heat of the jet fuel that was created by the crash into the towers was not enough to melt the steel girders supporting the building.

[...] The hypothesis that explosives were used to bring down the Twin Towers has been a topic of { ive il igations and have found no
evidence of this. The idea often stems from reports of witnesses hearing explosions, which experts ‘have explained were ||kely the sounds of floors collapsing and air
being forcefully expelled from the buildings during their collapse. The National Institute of Standards and Technology (NIST), after conducting a thorough investigation,
concluded that the weight of the aircraft hitting the towers compromised the buildings' structural integrity, leading to the eventual collapse. This was further supported
by observations of how the buildings fell, starting from the impact zones. [...] Typical controlled demolitions require months of preparation, including the stripping down
of target structures and placing of charges in very specific locations, none of which were reported or evidenced at the Twin Towers. Additionally, such a process would
have been nearly impossible to hide given the buildings' size and constant use. [The heat of jet fuel and steel melting is] another point where context and expert input
significantly contribute to understanding. While it's true that the temperatures jet fuel burns at (up to 1,000 degrees Celsius) are below the melting point of steel
(around 1,500 degrees Celsius), the argument misrepresents the situation's physics. Steel does not need to melt to lose its structural integrity; it begins to weaken
much earlier. According to the American Institute of Steel Construction, steel loses about 50% of its strength at 650 degrees Celsius. The burning jet fuel, combined
with other materials in the buildings, created intense fires that si fgnlt’ icantly weakened the steel frames at and above the points of impact. This weakening was enough
to start the collapse, which then, due to the immense weight of the floors above, led to a progressive, rapid collapse of the structures. [...] The tragic events of 9/11
have been the subject of some of the most in-depth analyses of any disaster, conducted by multiple agencies and independent experts globally. Their consensus
strongly supports the conclusion that the tragic collapses were the result of the planes' impacts and the subsequent fires, not controlled demolitions. [...] Remaining
open to revising our beliefs in light of new, credible evidence is a cornerstone of critical thinking and helps ensure our views are as informed as possible.

Why then did we allow Iragi men to enter our country and give them lessons on how to fly a plane? They also got past security fairly easily without question.

[...] The individuals who carried out the 9/11 attacks, including those of Iragi nationality, were indeed able to enroll in flight schools within the United States. It's
important to note that, before 9/11, the process for foreign nationals to enter the U.S. and enroll in flight schools was not as scrutinized as it is today. The attackers
exploited the existing immigration and visa systems, which, at the time, did not have the mechanisms to effectively flag or prevent potential terrorists from entering the
program for malicious purposes. This lack of stringent checks was not due to an oversight by any single agency but rather reflected the global state of counter-
lerronsm strategies and aviation security at the time. [...] Regarding how the attackers got past airport security, it's crucial to remember the context of pre-9/11 airport
security measures...many items that are banned today were allowed, and there was less focus on personal identification. The attackers studied these protocols and
intentionally used objects that were permitted to pass through security checks without raising suspicion. [...] In response to the tragic events of 9/11, the United States
and countries y ref their aviation security measures and counter-terrorism strategies. The U.S. created the Transportauon Security

ion (TSA) to i handle security in transportation, significantly overhauling the approach to passenger and luggage screening. International
cuoperatlon increased, aiming to share intelligence about potential threats more effectively. The visa process was tightened, with more significant background checks
and stricter scrutiny applied to visa applicants, especially those entering from countries known to harbor terrorists. Flight schools now operate under tighter regulations,
with ground checks required for foreign nationals seeking pilot training. Additionally, the U.S. government |mplemented the "No Fly" and "Selectee" lists
to prevent individuals with known or suspected ties to terrorist activities from boarding aircraft...

Thank you for your responses. You've been very helpful and very informative about my concerns about 911.

Y

( Conspiracy Rating

=N

Now that you've had a chance to converse with the Al, we'd like to get back to some of the questions we asked at the beginning of the
survey. At the outset of this survey, you suggested that:

The 9/11 attacks were orchestrated by the government, with events like the collapse of WTC 7 and then-President
George W. Bush's unalarmed reaction in a classroom serving as key evidence.

On a scale of 0% to 100%, please indicate your level of confidence that this statement is true.

"40%" a ]




Detect & ldentify Manipulated Images




Strategies to Reduce Al Information Pollution

» Cryptographic watermarks could BT N
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1) Brooks-Mejia & Patton 2025




Al Can Help Fact-Checking

* |dentify falsehoods spreading in real time
* Quickly translate & share fact-checks to reach more people

* Having humans involved in this process is critical 2

1) Kahn, 2024
2) Agunlejika, 2025




Conclusion

* Algorithms, bots, trolls, and social media can shape what
information we see and how we think

* Artificial intelligence adds another layer of risk by generating and
amplifying false or misleading content

* Education and Al tools can push back




* Questions?

Th a n k yO u ! * mfaccian@nd.edu

e www.matthewfacciani.com

Misinformation
7 Starts, Y
How It Spreads,
and What to Do



mailto:mfaccian@nd.edu
mailto:mfaccian@nd.edu
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